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The materials and information provided in this presentation are for informational purposes only ’-_'..-_ ",3:"_‘ . SR
and not for the purpose of providing legal advice. The information contained in this presentation ~

is a brief overview and should not be construed as legal advice or exhaustive coverage of the

topics. You should contact your attorney to obtain advice with respect to any particular issue or 5
problem. Statements, opinions and descriptions contained herein are based on the general Led
experience of Frier Levitt attorneys and are not meant to be relied upon by anyone. Use of and
access to this presentation or any of the materials or information contained within this

presentation do not create an attorney-client relationship between Frier Levitt, LLC (or any of

its attorneys) and the user or viewer.

All product and company names are trademarks™ or registered ® trademarks of their respective
holders. Any use of such marks is for educational purposes and does not imply any affiliation
with or endorsement by them.
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TODAY’S AGENDA -

e Structure
« Ethical obligations
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LEGAL/COMPLIANCE ORGANIZATION -
STRUCTURE

www.frierlevitt.com

« GC advocate for the entity
e CCO independent gatekeeper

» Terms often require CCO not be

subordinate to GC

e Some functional blurriness

inevitable
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Oversight- What

LEGAL/COMPLIANCE been avatlable on the
board of directors? Have

ORGANIZATION oty ] ot S
Criminal Division held executive or private

sessions with the
Evaluation of Corporate Compliance Programs compliance and control

i ?
» Regulatory focus on structure, (Udated une 200 functions? What types of

7 information have...
autonomy and independence of
compliance function

Structure- Where within the
company is the compliance
function house (e.g., within

- - the legal department, under a
Add ressi ng concerns business function, or as an
» Dotted-line reporting relationships Autonomy- Do the compliance and independent function
. Audit C itt relevant control functions have reporting to the CEO and/or
udit Lommitiee direct reporting lines to anyone on board)? To whom does the
» Annual GC compliance session with BOD the board of directors and/or audit compliance function report? Is
/ committee? How often do they the compliance function run
« Arguably effective to blunt concerns meet with directors? Are members by a designated chief

compliance officer, or another
executive within the company,
and does that person have
other roles within the
company?

of the senior management present
for these meetings? How does the
company ensure independence of
the compliance and control
personnel?
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CELEBRATING
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS

* May benefits be realized from a particular structure?

» Essence of an effective program is due diligence in the assessment and
remediation of compliance risk

» Understand risk, measure, and control for noncompliance

» Compliance looks to motivate individuals within an organization to report
their concerns internally

» Anonymous telephone hotlines
» Disciplinary standards

» Speak-up/open-door (non-retaliation) communications
» Ethical standards of behavior/tone-from-the-top
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS

PREDICTIVE DETECTION RAPID INTERNAL DETECTION SLOW DETECTION

Cost Cost
* Monitoring: 0%-5% of compliance
budget
« Regulatory Fine: Approx. USS$5.8M
* Internal Remediation Costs
Legal Fees: US$350-5$800hr
Decrease in Inherent Value/Stock
Decline in Employee Perceptions
of Integrity
Decline in Employee engagement
Reputational harm
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS -

‘ornev Disclosure



LEGAL/COMPLIANCE ORGANIZATION - ETHICS

ks ABA Model Rule, and further
orting “up-the-ladder”

” “related to representation”

5.3 (“Attorneys appearing before the SEC”)
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS

* Internal & External Reporting Obligations - Compliance Personnel

» Client-confidentiality rules may not apply to compliance personnel
» Often are not attorneys; even if attorneys, may not be subject to rules
« Highly fact-dependent inquiry
 Provision of “law-related services” under RPC 5.7
« Corporation’s reasonable belief that individual is providing legal services
« Acting in legal vs. business capacity

« Review of privileged investigative results to establish consistent disciplinary
standards

e Other potential limitations

» Breach of fiduciary duty of loyalty
« Conflict of interest
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS

* Dodd-Frank Act
» Pursuant to 17 C.F.R. § 240.21F-4, certain information will not be considered
“independent knowledge:”

» Obtained through a communication that was subject to the attorney-client privilege, unless
disclosure of that information would otherwise be permitted by an attorney pursuant to 17
C.F.R. § 205.3(d)(2), applicable state attorney conduct rules, or otherwise

» Obtained by an employee whose principal duties involve compliance or internal audit
responsibilities

» Learned in connection with the entity’s processes for identifying, reporting and addressing
possible violations of law

» Exceptions exist for compliance personnel who wait 120 days from the time the
information was provided to the audit committee or chief legal office

» At to attorneys, reporting out may be permissible to prevent crime/fraud, but obtaining a
bounty is quite different
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LEGAL/COMPLIANCE ORGANIZATION - ETHICS -

FALSE DICHOTOMY
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LEGAL/COMPLIANCE ORGANIZATION -
PRACTICAL CONSIDERATIONS

» As to DOJ, preservation of privilege & client confidences may yield to other
considerations

» DOJ cannot condition cooperation credit on waiver of privilege BUT Yates memo requires
disclosure of “all relevant facts about the individuals involved in corporate misconduct”

» Unlikely compliance program will be adjudged “ineffective” based solely on structure:

“Such compliance and ethics program shall be reasonably designed, implemented, and enforced so
that the program is generally effective in preventing and detecting criminal conduct. The failure to
prevent or detect the instant offense does not necessarily mean that the program is not generally
effective in preventing and detecting criminal conduct.” See U.S.5.G. § 8B2.1(a).
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LEGAL/COMPLIANCE ORGANIZATION -
PRACTICAL CONSIDERATIONS

« Commitment to compliance program maturation
« Corrective action & disciplinary measures

« Compliance plans
e Risk assessments and monitoring

« Privilege may improve quality of process
« Waiver arguments might force broader disclosure than intended

www.frierlevitt.com
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DEFINING COMPLIANCE ACTIVITIES
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DEFINING COMPLIANCE ACTIVITIES - GREY
AREAS OF PRIVILEGE
_ﬁ

‘Grey Areas”

 Second-line monitoring of business compliance
» Sensitive reviews/audits
» Control testing/validation

e Granular risk assessment

« Subject matter expertise
» Privacy/security advice
» Breach notification/BAA requirements
» Other regulatory areas
» Filing of lobbying disclosures
» Root-cause analyses of investigative results
* Implementation of corrective/remedial measures
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ENHANCING PRIVILEGE IN GREY AREAS

e Litigants, including DOJ, often seek documents relating to compliance reviews,
audits, and other self-assessments

» Litigants may use such documents to establish knowledge
* Proof that a client knew of a significant compliance risk
* Proof that a client recklessly “turned a blind eye”
* May also be informative regarding the stature of compliance in organization
» Disconnect between compliance information/recommendations and action

* Privilege may be asserted over these documents where appropriate
* How to enhance privilege over these compliance activities
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ENHANCING PRIVILEGE IN GREY AREAS

e Privilege does not preclude disclosure of facts gleaned through the
process

e Control when/where released
e To some degree, the extent of the information released

e Provides greater level of comfort when dealing with business
e Facilitates more candid discussion of risks and potential hot spots

www.frierlevitt.com
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ENHANCING PRIVILEGE IN GREY AREAS

« Evaluate whether a compliance activity may be privileged
* Who is the client?
» Dissemination of final product
» Dissemination of information gleaned

* Who is RACI (“Responsible, Accountable, Consulted &
Informed”)?

 Involvement of counsel/non-lawyers/business
personnel

* What is the purpose of the activity?
 To provide business/legal advice?
 Anticipation of litigation?

» Reflect advice of attorney?

www.frierlevitt.com
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ENHANCING PRIVILEGE IN GREY AREAS

//////7//////’////’ consultants, accountants, should be formally retained by counsel

ompany employees should be deputized via a formal communication

_ounsel should be closely involved to oversee and “direct” the activity

Direction to non-lawyers at the commencement of the matter
“» [nvolvement in regular meetings/calls with functionaries
-« Provided with communications for direction/supervision, as appropriate

y

e Instructions should be provided to participants and potential withesses to maintain the
confidentiality of the matter

e Consideration should be given to separating legal analysis from factual underpinning in
written documentation




QUESTIONS?

M amahajan@frierlevitt.com
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